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Source: https://nmap.org/

Tool 1 - Nmap

-
001

tool designed for host discovery and service idenftification.
Nmap aids in identifying open ports, services running, and
potential vulnerabilities by using IP packets to scan large
networks.
One pro of Nmap is that it offers flexibility, is actively maintained,
and supports scripting for advanced functionality in security.
One con of Nmap is that it is hard to pick up without having
extensive knowledge about network engineering. Nmob scans
can also be blocked due to heavy traffic flow being created.
Nmap enhances network visibility for companies by facilitating
proactive vulnerability management and strengthening overall
security.


https://nmap.org/

sagar@LHB:~$ nmap scanme.nmap.org

Starting Nmap 7.80 ( https://nmap.org ) at 2023-02-02 16:11 IST
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.28s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c01::f03c:91ff:fel8:bb2f
Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp filtered smtp

80/tcp open http

5060/tcp filtered sip

9929/tcp open nping-echo

31337/tcp open Elite

Nmap done: 1 IP address (1 host up) scanned in 40.16 seconds
sagar@LHB:~$



https://linuxhandbook.com/nmap-command/

https://www.wireshark.org/d

Tool 2 - Wireshark — siseimcnec

Wireshark is another widely-used open-source packet analyzer, that
allows users to capture, analyze current network traffic, and
tfroubleshoot networks.
Enables an in-depth analysis of network packets, aiding in the '
detection of suspicious activities and possible security threats.
A pro of wireshark is the powerful packet analysis capabilities
provided that support various protocols and support.
One con of wireshark is that using it in an efficient way requ.ires
an extensive understanding of networks so it is best utilized by
network engineers. Is harder to pick up without prior knowledge
on network security and configuration.
Wireshark strengthens companies network security by providing
insights intfo ongoing activities and threats. 4


https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html
https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html
https://www.wireshark.org/docs/wsug_html_chunked/ChapterIntroduction.html

What does Wireshark look |
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No. Source Destination Protocol Length Info A
< XO I I l p ‘ O ‘ .142415 192. . 174.129.249.228 TCP 66 48555 - 8@ [ACK] Seq=1 Ack=1 Win=5888 Len=0 TSval=491519346 TSecr=551811827 |
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. A A .27687@ 192. .8. 192.168.0.21 DNS 489 Standard query response @x2188 A cdn-@.nflximg.com CNAME images.netflix.com.edg
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.298687 192.168.0. 63.80.242. HTTP 153 GET /us/nrd/clients/flash/81454@.bun HTTP/1.1
318730 63.8@.242. 192.168.0. TCP 66 8@ = 37863 [ACK] Seq=1 Ack=88 Win=5792 Len=0 TSval=3295534151 TSecr=491519503

L
Wh GT The m O I n : .321733 63.80.242. 192.168.0. TCP 1514 [TCP segment of a reassembled PDU]

. Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)
h k > Ethernet II, Src: Globalsc_@@:3b:@a (f@:ad:4e:@0:3b:@a), Dst: Vizio_14:8a:el (00:19:9d:14:8a:el)
WI res O r Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.21
User Datagram Protocol, Src Port: 53 (53), Dst Port: 34036 (34036)
Domain Name System (response)

:
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Transaction ID: ©x2188
Flags: ©x818@ Standard query respense, No error

like after loading ==

Authority RRs: 9

Additional RRs: 9

Queries
G eW pq e S > cdn-@.nflximg.com: type A, class IN

Answers
Authoritative nameservers
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Identification of transaction (dns.id), 2 bytes
wsug_html_chunked/ChUseMain
WindowSection.html

Profile: Default



https://www.wireshark.org/docs/wsug_html_chunked/ChUseMainWindowSection.html
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- Tool 3 - OpenVAS

OpenVAS (Open Vulnerability Assessment System), is an

open-source network security vulnerability scanning and

management tool provided by Greenbone.
OpenVAS identifies vulnerabilities in systems, applications, and
networks, assisting companies in securing their digital assets
from security threats.
One pro of OpenVAS is that it is fast, easy to use, and is updated
on a daily basis. .
One con is that you need a virtual machine player in order to use
OpenVAS. You also can only do so much with the free version.
Using OpenVAS enhances companies overall security by
systematically identifying and addressing potential

https:fresources infydet1RIEQIDIHTd @S etration-testing/a-brief-introduction-to-the-openvas-vulnerability-scanner/



https://resources.infosecinstitute.com/topics/penetration-testing/a-brief-introduction-to-the-openvas-vulnerability-scanner/

What does OpenVAS look like in use?
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X Server 192.168.56.101 6000/tcp

N N PostgreSQL weak password 9.0 (Hig! % 192.168.56.101 5432jtcp

T h I S I S O n PostgreSQL Multiple Security Vulnerabilities g 192.168.56.101 5432/tcp
Tikiwiki Versions Prior to 4.2 Multiple Unspecified Vulnerabilities 5 192.168.56.101  80/tcp
eXO m p | e Of T h e phpinfo() output accessible i g 192.168.56.101 80/tcp

ProFTPD Long Command Handling Security Vulnerability | g™ 192.168.56.101 2121/tcp

re S u | T S Of O n PostgreSQL Multiple Security Vulnerabilities i i 8 192.168.56.101 5432/tcp
phpMyAdmin Bookmark Security Bypass Vulnerability [ 192.168.56.101  80/tcp

O p e n VA S PostgreSQL 'bitsubstr' Buffer Overflow Vulnerability 192.168.56.101 5432/tcp

\F;Sls;ge;::;(ﬂtLy'intarray' Module 'gettoken()' Buffer Overflow 0 7 192.168.56.101 5432/tcp

n eTWO r k Cglsrt\g:gzi(atLyPuPerl and PL/Tcl Local Privilege Escalation - 192.168.56.101 5432/tcp
e http TRACE XSS attack i 192.168.56.101 80/tcp

S eC u r I Ty S CO n L PostgreSQL 'RESET ALL' Unauthorized Access Vulnerability | ] 192.168.56.101 5432/tcp

Check if Mailserver answer to VRFY and EXPN requests [ 192.168.56.101  25/tcp

/doc directory browsable ? 192.168.56.101  80/tcp

Tikiwiki CMS/Groupware Input Sanitation Weakness

Vulnerability 192.168.56.101  80/tcp

SSH Weak Encryption Algorithms Supported | ( 192.168.56.101 22/tcp

https://www.rapid7.com/blog/post/2016/11/22/how-10-use-ope
nvas-to-audit-the-security-of-your-network-22/ 7



https://www.rapid7.com/blog/post/2016/11/22/how-to-use-openvas-to-audit-the-security-of-your-network-22/
https://www.rapid7.com/blog/post/2016/11/22/how-to-use-openvas-to-audit-the-security-of-your-network-22/

Tools

Consistent updates and patching of cybersecurity teols are
essential to addressing known vulnerabilities and ensure that
companies are well-prepared against potential cy/ber threats.
The integration of cybersecurity tools creates a comprehensive
defense strategy, enhancing overall cybersecurity protection
for organizations.

Reduces the overall security vulnerabilities which in furn creates
trust within organizations. )
Tools like Nmap, Wireshark, and OpenVAS contribute to
real-tfime monitoring which allows security teams to identify
and respond to potential security incidents in a timely manner.
It Is important to have experts interpret the results of scans 1o
identifvy how to respond to the results.



Conclusion
Cybersecurity technologies are essential for incideht response

since they help quickly detect and contain security issues In
addition to helping to discover vulnerabilities.

Tools like Wireshark and Nmap contribute to continuous *
security monitoring, allowing organizations to adapt and
respond swiftly to security vulnerabilities.

Cybersecurity tools assist organizations in maintaining
regulatory security compliance and updates by providing an
efficient way to monitor and report security measures.
Human interaction is needed for all three of these tools in
order to adequately understand and respond to the results
that these tools provide.



